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Anvendelse af nationale roller via SEB

FMK's sikkerhedsmodel er baseret pa anvendelse af ID Kort, signeret af SOSI STS'en. Inden dette kan
ske, skal brugerens identitet kontrolleres vha. en IdP, som STS'en har tillid til. Det kan enten veere en
lokal 1dP, NemLogin eller SEB (Statens Elektroniske Brugerstyring). | relation til SEB, er der i FMK
oprettet en whitelist af godkendte SEB-roller, som FMK accepterer og som er koblet til en tilsvarende
FMK-rolle, som angivet i RequestedRole i whitelisting headeren (se Sikkerhedsmodel):

SEB Rolle FMK rolle
urn:dk:healthcare:national-federation-role:code:41003:value:PlejeAssR3|Plejehjemsassistent

Herunder ses et eksempel pa et RequestServiceToken kald til STS'en, hvor der anvendes en national
rolle, som STS'en validerer brugerens identitet op mod:

<wst:RequestSecurityToken Context="www.sosi.dk">
<wst:TokenType>urn:oasis:names:tc:SAML:2.0:assertion:</wst:TokenType>
<wst:RequestType>http://schemas.xmlsoap.org/ws/2005/02/trust/Issue</wst:Requ
estType>
<wst:Claims>
<saml:Assertion Issuelnstant="2022-11-10T08:42:13Z"
Version="2.0"
id="IDCard"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:saml="urn:o0asis:names:tc:SAML:2.0:assertion">
<saml:Issuer>TheS0SILibrary</saml:Issuer>
<saml:Subject>
<saml:NameID
Format="medcom: cprnumber">0105590536</saml:NamelD>
<saml:SubjectConfirmation>
<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:2.0:cm:holder-of-
key</saml:ConfirmationMethod>
<saml:SubjectConfirmationData>
<ds:KeyInfo>
<ds:KeyName>0CESSignature</ds:KeyName>
</ds:KeyInfo>
</saml:SubjectConfirmationData>
</saml:SubjectConfirmation>
</saml:Subject>
<saml:Conditions NotBefore="2022-11-10T08:42:13Z"
NotOnOrAfter="2022-11-11T08:42:1372"/>
<saml:AttributeStatement id="IDCardData">
<saml:Attribute Name="sosi:IDCardID">
<saml:AttributeValue>rNo6Bt1Mc9d+3hoxquGMEg==</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="sosi:IDCardVersion">
<saml:AttributeValue>1.0.1l</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="sosi:IDCardType">
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<saml:AttributeValue>user</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="sosi:AuthenticationLevel">
<saml:AttributeValue>4</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="sosi:0CESCertHash">
<saml:AttributeValue>2Fa46beRTYplmCb91lqYSqpGp08Q=</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
<saml:AttributeStatement id="UserLog">
<saml:Attribute
Name="medcom:UserCivilRegistrationNumber">
<saml:AttributeValue>0105590536</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="medcom:UserGivenName">
<saml:AttributeValue>Joakim</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="medcom:UserSurName">
<saml:AttributeValue>Recht</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="medcom:UserEmailAddress">
<saml:AttributeValue>jre@trifork.com</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="medcom:UserRole">
<saml:AttributeValue>urn:dk:healthcare:national-
federation-role:code:41003:value:PlejeAssR3</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="medcom:UserOccupation">
<saml:AttributeValue>developer</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
<saml:AttributeStatement id="SystemLog">
<saml:Attribute Name="medcom:ITSystemName">
<saml:AttributeValue>Trifork1460nly</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="medcom:CareProviderID"
NameFormat="medcom: cvrnumber">
<saml:AttributeValue>20921897</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="medcom:CareProviderName">
<saml:AttributeValue>Logica</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
<ds:Signature id="0CESSignature">
<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#IDCard">
<ds:Transforms>
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<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>PRnoMGDytBGaO+5KImbN7TQt8qk=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>rulW6tAiOTzZNEhLIh1L+jIf+tCxqFXZFFfWTUazhrHeBOHPN9nx+HULz
DXkbn41+59iymYawLK7vZAddcr3GmbbOBIkB4foNSPSMM+xw7nBolZCcvlUSrJB4RROWOQPZQrD3
PRZglx70brm+VmysgQnDHLqwObLnczUVgHLGLHkfrs3qqhuVJ8ifm8SBTCKmVmIf56fUUCZeZ1YI
snQh06vzrONu3CJ1t8uk7dZIyaXS4Q3IL9tx7LdZebs+wMr7Y/QYMOEomyGfTrBzW4Phag9x/CAT
3xe2FfMubi8atT3wiv07qDSFxYQZyC+Jafe+f3VWxHvkYQGejucP8nKjA==</ds:SignatureVal
ue>
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>MIIGKTCCBRGgAwWIBAgQIEX6IRdjANBgkghkiG9wOBAQsFADBIMQswCQYD
VQQGEwJESZESMBAGA1UECgwJVFIVU1QyNDA4MSYwJAYDVQQDDB1UULVTVDI®MDggU31zdGVtdGVz
dCBYWFhJViBDQTAeFwOyMjAzMjIxMjEyMTlaFwOyNTAzMj IxMjEyMDZaMG8xCzAJBgNVBAYTAKRL
MSQwIgYDVQQKDBtUUKLGT1JLIEEVUyAvLYBDV1I6MjA5M]jE40Tcx0jAWBgNVBAMMD1RhaWEgU3R1
ZmZ1lbnN1lbjAgBgNVBAUTGUNWUjoyMDkyMTg5Ny1SSUQ60TU3MDU3MzYwggEiMAOGCSqGSIb3DQEB
AQUAA4IBDwAwggEKAOIBAQDIR76TD1UQy1lJoouUKpOoflsoHbv12ze40THjJ7910b1k5ZBM5ZRY+
yWdcHbKNSHiCMsAnKgdgdQFzcXtDGUTLTI1XYJiekOozyrmD7SFoiEnb+diiDLR+FM7Ev6JjH801
5FAyXq6ZH2in1n9Cyr56HIGUMAW5SiuFuIYYJDDj7QrFe+nryk+8IRNuAzLzxwtlr4tckr8mMMV9
k7/0RjzQBTuwoGPG801t3gATDgniuduxU7XiyyxQt0saFOTZQh/f04pGImID/Ctz4TSKD82kFxt/
QlfzAygE19yXNjg6L80oymK3mznqrZWBVEO7GZvgIimCHOe+XM7uk30M8k4urAgMBAAG]jggLXMIIC
7TAOBgNVHQ8BAT8EBAMCA/gwgZcGCCsGAQUFBWEBBIGKMIGHMDWGCCsGAQUFBzABhjBodHRwOi8v
b2NzcC5zeXNOZW10ZXNOMzQudHI1c3QyNDA4LmNvbS9yZXNwb25kZXIwRwYIKwYBBQUHMAKGO2hO
dHAGLY9tLmFpYS5zeXNOZW10ZXNOMzQudHI1c3QyNDA4LmMNvbS9zeXNOZW10ZXNOMzQtY2EuY2Vy
MIIBIAYDVROgBIIBFzCCARMwggEPBgOrBgEEAYHOUQIEBQIGMIHOMC8GCCsGAQUFBwIBFiNodHRw
0i8vd3d3LnRydXNOMjQwOC5jb20vcmVwb3NpdG9yeTCByQYIKwYBBQUHAgIwgbwwDBYFRGFuSUQw
AwIBARgBqORhbk1EIHR1c3QgY2VydGlmaWthdGVyIGZyYSBkZW5uZSBDQSB1ZHNOZWR1cyBlbmR1l
ciBPSUQ@MS4zL jYuMS40LjEuMzEzZMTMUMi40LjYuMi42LiBEYW5JRCBOZXNOIGNLcnRpZmljYXRL
cyBmcm9tIHRoaXMgQOEgYXJLIGlzc3V1ZCB1bmR1ciBPSUQQMS4zLjYuMS40LjEuMzEZMTMUMi40
LjYuMi42LjAiBgNVHREEGzAZgRdmbWstc3VwcG9ydEBOcmImb3J rLmNvbTCBrQYDVROfBIGLMIGL
MDyg0qA4hjZodHRw0i8vY3JsLnN5c3R1bXR1c3QzNC50cnVzdDIOMDguY29tL3N5c3R1bXR1c3Qz
NC5j cmwwYgBgoF6kXDBaMQswCQYDVQQGEwJESzESMBAGALIUECgwJVFIVU1QyNDA4MSYwJAYDVQQD
DB1UULVTVDIOMDggU31zdGVtdGVzdCBYWFhJViBDQTEPMAOGAIUEAwWwWGQ1IMNDAXMB8GA1UdIwWQY
MBaAFM1lsaJc5chmkNatk6vQRo4GH+Gk7MBOGA1UdDgQWBBS4AgCzYL8hODFoTYZPEh74dFP6mjAJ
BgNVHRMEA j AAMAOGCSqGSIb3DQEBCWUAA4IBAQAgTUkymSYU/AJec2eAEeuY559A0Mx2UgMI /X62
1EZ5aSizfyj5U9sDIDhI1/ppYzZShs12rnmZPAQ38mudK7QpZrUgctFVpverF+gn2cqB43mICF41
CUcYaK0/L+VxgOpbJ1181QMPxx0DrgCPpuo6oswuE7VZdVsICnr3to+2BIm706uukKXe3BTZUh/5A
dR910bmp9Trh3nb50PeAH+Ztg5A2sRpDgEBORhSx rFBBxgBNxg9nDOhHTL/0gEzzdhsLIDiVHLBt
0gcHWwdWtgRbGMiuMJOcms26gvOmDQ/T2FRH8r351SN39UA4gdE1FoMdZtoYz80BE8uuCHwIZDM3
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
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</saml:Assertion>
</wst:Claims>
<wst:Issuer>
<wsa:Address>TheS0SILibrary</wsa:Address>
</wst:Issuer>
</wst:RequestSecurityToken>
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